
AUDIT
2.00 pm MONDAY, 8TH JANUARY, 2018

COUNCIL CHAMBER

Please note that today’s meeting will be recorded. 
 

This recording will not be broadcast on the Authority’s internet as it will only be used for 
training purposes by the Democratic Services Department.

The Public Seating areas will be in view of the Camera and, by entering the Chamber and using 
the Public Seating Area, Members of the Public are consenting to being filmed and to the 

possible use of those images and sound recordings as outlined above.  

This Agenda has been prepared by the Democratic Services Department. Any 
member of the public requiring information should contact the department on (01685) 

725284 or email democratic@merthyr.gov.uk.

Any reference documents referred to but not published as part of this agenda can be 
found on the Council’s website or intranet under Background Papers 

AGENDA

1. Apologies for absence 

2. Declarations of Interest 
Members are reminded of their personal 
responsibility to declare any personal and 
prejudicial interest in respect of matters contained 
in this agenda in accordance with the provisions of 
the Local Government and Finance Act 1992 
relating to Council Tax, the Local Government Act 
2000, the Council’s Constitution and the Members 
Code of Conduct

mailto:democratic@merthyr.gov.uk


Note:

(a) Members are reminded that they must 
identify the item number and subject matter 
that their interest relates to and signify the 
nature of the personal interest and

(b) Where Members withdraw from a Meeting 
as a consequence of the disclosure of a 
prejudicial interest they must notify the 
Chair when they leave

3. Annual Risk Management Progress Report and 
updated Corporate Risk Register 2017/18 
To consider the attached report 1 - 40

4. Information Reports 
To receive summary copies of published Internal 
Audit reports for Members’ information.

• Trelewis Primary School 2017/18
• Register of Interests 2017/18
• Ysgol y Graig Primary School 2017/18
• Password Controls 2017/18 (Follow Up)
• PCI DSS Compliance 2017/18 (Follow Up)
• Twynyrodyn Primary School 2017/18 (Follow Up)
• Leisure Trust Contract Management    
Arrangements 2017/18

Due to the size of the Information Reports, paper 
copies have not been included with the agenda 
papers.  Electronic versions have been made 
available to members via the Ipads.

5. Reflection and Evaluation of Meeting 
To receive an update from the Chair

6. Any other business deemed urgent by the Chair 



COMPOSITION: Councillor D Roberts (Chair)

Councillors: C J Barry, J Amos, L Davies, S Jago, 
C T Jones, G Lewis and D Sammon

Lay Member(s): David Gibby

Together with appropriate officers

If you would prefer a copy of this agenda in another language please contact 
democratic@merthyr.gov.uk or telephone 01685 725284

mailto:democratic@merthyr.gov.uk
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Civic Centre, Castle Street, 
Merthyr Tydfil    CF47 8AN

Main Tel: 01685 725000 www.merthyr.gov.uk

AUDIT COMMITTEE

To:  Chair, Ladies and Gentlemen

Annual Risk Management Progress Report and 
Updated Corporate Risk Register for 2017-18

1.0 SUMMARY OF THE REPORT

1.1 The report provides information regarding the Council’s Annual Risk 
Management Progress and the proposed updated Corporate Risk Register for 
2017-18.

1.2 As expected all six of the Corporate Risks in the Corporate Risk Register for 
2016-17 have remained as Corporate Risks for 2017-18.

1.3 The following two new Corporate Risks have been added to the Corporate 
Risk Register for 2017-18:

- The risk that the Council is exposed to a cyber attack.
- The risk that all learners do not perform at expected levels.

1.4 The report demonstrates how the Council has continued to review its Risk 
Management arrangements in line with the requirements of the Well-being of 
Future Generations (Wales) Act 2015.

1.5 Using the Council’s Risk Maturity Model the Council’s level of Risk Maturity 
has been assessed as Level 3 / 4 – Risk Management is working and 
embedded in the organisation (best practice advises that organisations who 
are achieving Level 3 / 4 are performing well with established Risk 
Management arrangements).

Date Written 15th December 2017
Report Author Kerry O’Donovan
Exempt/Non Exempt Non Exempt
Committee Date 8th January 2018
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1.6 The Council’s Corporate Risk Management arrangements described within 
the Annual Progress Report have continued to mature and strengthen the 
Council’s Risk Governance arrangements by:

- Supporting the delivery of the Council’s Priorities through the identification,
assessment and management of the Council’s Corporate Risks.

- Ensuring that Risk Management remains strategically focused at the 
Council.

- Illustrating a clear high level commitment to Risk Management from 
Corporate Management Team and Councillors.

- Embedding Risk Management across the Council.
- Clear accountability and ownership.
- Transparency in the review of risks.
- Continuing to consider the Risk Management requirements of the Well-

being of Future Generations (Wales) Act 2015.

1.7 The report is supplemented by the following appendices:

- Appendix 1 - Council’s Annual Risk Management Progress Report.
- Appendix 2 - Council’s proposed Updated Corporate Risk Register for 

2017-18.

2.0 RECOMMENDATIONS that:

2.1 Audit Committee note and debate the content of this report and recommend 
this report (including the Corporate Risk Register for 2017-18) progress to 
Cabinet for approval.

2.2 Audit Committee notes the continued progress made in considering the Risk 
Management requirements of the Well-being of Future Generations (Wales) 
Act 2015.

 
2.3 Audit Committee invites Lead Corporate Management Team Officers to attend 

periodically on a rolling programme basis to report on progress in managing 
their Corporate Risks.

2.4 Audit Committee notes the proposals to continue to present regular highlight 
reports on the Corporate Risk Register to Corporate Management Team and 
Cabinet.

3.0 INTRODUCTION AND BACKGROUND

3.1 It was previously agreed at the Council meeting of 7th March 2007 that 
Elected Members should receive Risk Management Progress Reports via 
Cabinet and Audit Committee. This is the tenth Annual Risk Management 
Progress Report.
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3.2 The Council’s Annual Risk Management Progress Report and the Updated 
Corporate Risk Register for 2016-17 were presented to Audit Committee on 
10th October and to Cabinet on 2nd November 2016.

3.3 Ultimate responsibility for Risk Management within the Council rests with all 
Elected Members of the Council, whilst Cabinet is allocated responsibility for 
overseeing Risk Management.

3.4 In summary, Elected Members role are to:

 Oversee the effective management of risk by Officers and Cabinet 
Members of the Council.

 To gain an understanding of Risk Management and its benefits.

 Consider the risks associated with proposals put forward in committee 
reports when making decisions recommended within the reports.

 Require Officers and Cabinet Members to develop and implement an all-
encompassing approach to Risk Management.

 Be responsible for effective governance in the delivery of services to the 
local community.

 Take a full part in the Corporate Risk Management Process as members 
of the service management meetings, Scrutiny, Audit Committee, Cabinet 
meetings and Full Council meetings.

3.5 The role of the Audit Committee in relation to Risk Management is to:

 Provide a high-level focus on assurance and the Council’s arrangements 
for governance, managing risk and maintaining an effective control 
environment.

 Consider the effectiveness of the Council’s Risk Management 
arrangements.

 Seek assurances that actions are being taken on risk.

4.0 COUNCIL’S ANNUAL RISK MANAGEMENT PROGRESS 
REPORT

4.1 The Council’s Annual Progress Report on implementing Risk Management is 
attached as Appendix 1. Some of the key points to note include:

 The Wales Audit Office (WAO) has published a National Summary Report 
(dated 11th October 2017) setting out how Councils in Wales are dealing 
with service change. The report brings together lessons learned from 
individual audits that considered governance arrangements at all 22 
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Councils. It highlights case studies at specific Councils.  This approach is 
designed to help Councils learn from each other and understand how 
things can improve. 

Several examples from Merthyr Tydfil County Borough Council are 
highlighted in the report. These include the Council’s continued work to 
refine its arrangements through self-review. It also highlights the work that 
the Council has done in restructuring its risk register to reflect the 
requirements of the Well-being of Future Generations (Wales) Act 2015.

 The Council has continued to review its Risk Management arrangements 
in line with the requirements of the Well-being of Future Generations 
(Wales) Act 2015. This work has included reviewing and updating: 

o The Council’s Risk Category Checklist that is based on the widely 
used PESTLE Model (Political, Economic, Social, Technological, 
Legal and Environmental).

o The Council’s (5 x 5) Risk Matrix.

 Progress on the management of all the Council’s Corporate Risks for 
2016-17 was presented to the respective Audit Committees in January and 
February 2017.

 The Lead Councillor/Cabinet Member for each of the identified Corporate 
Risks was also invited to the Audit Committees along with the relevant 
Lead Corporate Management Team (CMT) Officer. The Audit Committees 
were well attended.

 A Highlight Report for the Corporate Risk Register for 2016-17 (as at 31st 
March 2017) was considered and approved by:

o Corporate Management Team on 24th April 2017; and 
o Cabinet on 12th July 2017.

 Each Chief Officer and Service Area has a Risk Register in place. These 
Risk Registers have been reviewed and updated for 2017-18, in line with 
the Risk Management requirements of the Well-being of Future 
Generations (Wales) Act 2015. 

 To do this Risk Identification Workshops were held for Corporate 
Management Team on 18th October 2017 and Councillors on 6th 
December 2017. These workshops included continuing to consider the 
Risk Management requirements of the Well-being of Future Generations 
(Wales) Act 2015 as part of the review of the Corporate Risk Register.

 As part of the Council’s Scrutiny Work Programme, risks and issues 
together with the related risk mitigation are being monitored and reported 
in the Well-being Plan Reports. These are being presented to the 
respective Scrutiny Committees in line with the Council’s Well-being Plan.

Page 4



 A Risk Maturity Model has been developed for the Council in line with Risk 
Management best practice guidance and legislation. Using this Maturity 
Model a Self Assessment of the Council’s Risk Management 
arrangements was undertaken (as at 31st March 2017) to establish the 
Council’s level of risk maturity. The Council’s level of Risk Maturity was 
assessed as: 

o Level 3 / 4 – Risk Management is working and embedded in the 
organisation (best practice advises that organisations who are 
achieving Level 3 / 4 are performing well with established Risk 
Management arrangements).

 Risk Management continues to be an integral part of the Council’s Change 
Programme. This includes having a Programme Risk and Issue Log in 
place that is monitored and reported on a quarterly basis.

 The Council has a Procurement Toolkit to help service departments and 
staff when procuring goods and services. Risk Management is an integral 
part of this Toolkit and will better position Procurement to manage 
stakeholder expectations, and facilitate outcomes that are within the risk 
tolerance of the Council. There are many benefits to ensuring that Risk 
Management is embedded into the Procurement process, for example:

o Smarter procurement decisions – achieving both financial and non-
financial benefits.

o Fewer surprises; better identification and achievement of 
stakeholder expectations through acknowledgement of risks. 

o Better procurement outcomes for buyers and suppliers, satisfying 
the commercial and relationship needs of both parties.

 The Council’s Corporate Risk Management arrangements described within 
the Annual Progress Report have continued to mature and strengthen the 
Council’s Risk Governance arrangements by:

o Supporting the delivery of the Council’s Priorities through the 
identification, assessment and management of the Council’s 
Corporate Risks.

o Ensuring that Risk Management remains strategically focused at 
the Council.

o Illustrating a clear high level commitment to Risk Management from 
Corporate Management Team and Councillors.

o Embedding Risk Management across the Council.
o Clear accountability and ownership.
o Transparency in the review of risks.
o Continuing to consider the Risk Management requirements of the 

Well-being of Future Generations (Wales) Act 2015.
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5.0 CORPORATE RISK REGISTER FOR 2017-18

5.1 The Council’s updated Corporate Risk Register for 2017-18, attached as 
Appendix 2, was prepared using a combination of the following risk sources:

 Corporate Risks that were identified in the Corporate Risk Register for 
2016-17.

 An analysis and grouping of: 

o The identified risks that have been scored 12 or above in the Chief 
Officer and Service Risk Registers for 2017-18.

o The identified issues in the Chief Officer and Service Risk Registers 
for 2017-18.

Corporate Management Team and Councillor Risk Identification 
Workshops

5.2 As mentioned above, part of the review to the Council’s Corporate Risk 
Register, included Risk Identification Workshops that were held for Corporate 
Management Team on 18th October 2017 and Councillors on 6th December 
2017. Feedback from the Councillor Risk Workshop was presented to 
Corporate Management Team on 18th December 2017. The key issues raised 
in the Councillor workshop have subsequently been cross referenced with the 
Corporate Risk Register, Chief Officer Risk Registers and Service Risk 
Registers.  

5.3 The Objectives of the Corporate Management Team and Councillor Risk 
Identification Workshops were to:

 Identify and agree the most significant Corporate Risks that could impact 
on: 

o Delivering the Council’s Well-being Objectives and wider Council 
priorities.

o The well-being of our communities and future generations.
o The organisation (MTCBC).

 Agree the risk scoring for each Corporate Risk.

 Agree the Lead CMT Officers and Lead Councillors for each Corporate 
Risk.

 Use the risk workshops as a training opportunity to ensure that Corporate 
Management Team and Councillors continue to develop a clear 
understanding and knowledge of Risk Management.  This will aid when 
recognising and incorporating risk management as part of their role.

 The risk workshops aimed to ensure that the implications of the Council’s 
financial settlement were considered and associated risks managed.
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5.4 The Corporate Risk Register was reviewed in the Risk Workshops by:

 Re-appraising the Corporate Risks in the Council’s Corporate Risk 
Register for 2016-17 to determine if they were still Corporate Risks for 
2017-18.

 Considering the Risk Management requirements of the Well-being of 
Future Generations (Wales) Act 2015.

 Considering if there were any other significant Corporate Risks facing the 
Council and/or community.

Analysis of Corporate Risk Register for 2017-18

5.5 As expected all six of the Corporate Risks in the Corporate Risk Register for 
2016-17 have remained as Corporate Risks for 2017-18. These are common 
risks that will face this and other Councils going forward. However, ways to 
address the Corporate Risks have been developed and implemented. This will 
mean that the Risk Scores are likely to decrease.  

5.6 The following two new Corporate Risks have been added to the Corporate 
Risk Register for 2017-18:

Description of Risk Risk Cause
The risk that the Council is 
exposed to a cyber-attack.

1. Human/user error.
2. Software/hardware malfunction.
3. Outsider threat.
4. Insider threat.
5. Phishing.
6. Ransomware

The risk that all learners do not 
perform at expected levels.

1. Change of examination specifications 
and curriculum at KS4.                      

2. Low attendance rates.                         
3. Schools do not have the capacity to 

meet the needs of vulnerable groups 
of learners including pupils with 
Additional Learning Needs.

4. Local Authority has not planned 
provision across the County Borough 
matched to need.

5. Schools and Local Authority do not 
have the capacity to meet the new 
legislation - Additional Learning 
Needs and Education Tribunal 
(ALNET) Bill.

5.7 The Risks that were not deemed significant enough to be included in the 
Corporate Risk Register for 2017-18 will be managed through the Chief 
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Officer and Service Risk Registers. This was done in meeting of Corporate 
Management Team.  

5.8 Each Corporate Risk in the Corporate Risk Register has been allocated a Risk 
Type, Lead CMT Officer and Lead Councillor/Cabinet Member. The table over 
the page provides a summary of the Corporate Risk Register for the eight 
MTCBC Corporate Risks, in terms of risk number, type and description. The 
Corporate Risk Register for 2017-18 is available in Appendix 2.

Risk 
No.

Risk Type Description of Risk

1 Cyber Attack The risk that the Council is exposed to a cyber 
attack.

2 Capacity
and Capability

The risk that the Council loses staff with the skills 
and capacity to deliver on key outcomes and 
targets.

3 Finance The risk that the Council does not balance the 
budget and is not financially sustainable.

4 Safeguarding The risk that the Council does not fulfil its statutory 
obligations and the Council’s safeguarding 
arrangements fail to safeguard children, adults and 
Council staff.

5 Reputation The risk that the Council fails to maintain and 
protect its reputation.

6 School 
Attainment

The risk that all learners do not perform at 
expected levels.

7 Performance The risk that the Future Generations Commissioner 
issues a formal recommendation to the Council on 
the steps taken to meet our Well-being Objectives.

8 Governance The risk that the Council does not meet statutory 
requirements, laws and regulations.

 
6.0 NEXT STEPS

6.1 The Council’s updated Corporate Risk Register for 2017-18 will be presented 
to Cabinet in January 2018 for consideration and approval.

6.2 In order to provide Corporate Management Team, Council, Cabinet and Audit 
Committee with a level of assurance that the Council’s Corporate Risks are 
being managed the following steps will be undertaken:

 As in previous years, Lead CMT Officers will be invited to Audit Committee 
periodically on a rolling programme basis to report on progress in 
managing the Corporate Risks they are responsible for monitoring and/or 
mitigating.
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 Regular highlight reports on the Corporate Risk Register will be presented 
to Corporate Management Team and Cabinet, as well as continuing the 
current arrangements with Audit Committee.

7.0 FINANCIAL IMPLICATION(S)

7.1 There are no specific financial implications identified in this report although 
good Risk Management supports sound financial management and helps 
maximise financial resources and minimise losses. Any financial implications 
arising from this process will be reported to Cabinet/Council as appropriate, 
including potential options for funding.

ELLIS COOPER
DEPUTY CHIEF EXECUTIVE

COUNCILLOR ANDREW BARRY
CABINET MEMBER FOR 

GOVERNANCE,
PERFORMANCE, BUSINESS CHANGE 

& CORPORATE SERVICES

BACKGROUND PAPERS
Title of Document(s) Document(s) Date Document Location

Does the report contain any issue that may impact the Council’s 
Constitution? 

No
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APPENDIX 1 
ANNUAL RISK 
MANAGEMENT PROGRESS 
REPORT FOR 2016-17 AND 
CORPORATE RISK 
REGISTER FOR 2017-18
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SECTION 1

ROLE OF THE RISK MANAGEMENT SERVICE

1.1 The Outcome (What do we want to achieve?) for the Risk Management 
Service is the provision of a Corporate Risk Management Service which 
promotes and integrates Risk Management across the Council so that threats 
and opportunities are identified, evaluated, managed and monitored that could 
impact on: 

 Delivering the Council’s Well-being Objectives and wider Council 
Priorities.

 The well-being of our communities and future generations.
 The organisation (MTCBC).

1.2 The Tasks (How will we deliver this?) for the Service are:

Tasks Develop a Corporate Risk Register and Chief Officer and 
Service Risk Registers which are actively used by the Council 
and each Service in order to prioritise the risks to be managed 
and the actions required to manage those risks.

Tasks Progress in managing Corporate Risks is reported to Audit 
Committee.

Tasks Present Corporate Risk Register Highlight Reports to Corporate 
Management Team and Cabinet.

Tasks Develop a clear understanding and knowledge of Risk 
Management so that Corporate Management Team and 
Councillors continue to recognise and incorporate Risk 
Management as part of their role.

Tasks Embed Risk Management across the Council through 
Performance Management and Business Planning, Financial 
Management, Programme/Project Management, Procurement 
and Partnerships.

Tasks Play a key role in the production of the Council’s Annual 
Governance Statement.

Tasks Continue to consider the Risk Management requirements of the 
Well-being of Future Generations (Wales) Act 2015.

1.3 The Corporate Risk and Equalities Manager is responsible for overseeing the 
day to day management of the Risk Management Service within the Council 
under the leadership of the Business Change Manager.

Page 11



SECTION 2

WELL-BEING OF FUTURE GENERATIONS (WALES) ACT 2015

Wales Audit Office National Summary Report - Good Governance when 
Determining Significant Service Changes

2.1 The Wales Audit Office (WAO) has published a National Summary Report 
(dated 11th October 2017) setting out how Councils in Wales are dealing with 
service change. The report brings together lessons learned from individual 
audits that considered governance arrangements at all 22 Councils. It 
highlights case studies at specific Councils. This approach is designed to help 
Councils learn from each other and understand how things can improve. 

2.2 Several examples from Merthyr Tydfil County Borough Council are highlighted 
in the report. These include the Council’s continued work to refine its 
arrangements through self-review. It also highlights the work that the Council 
has done in restructuring its risk register to reflect the requirements of the 
Well-being of Future Generations (Wales) Act 2015.

2.3 Building on the work discussed above in paragraphs 2.1 and 2.2 the Council 
has continued to review its Risk Management arrangements in line with the 
requirements of the Well-being of Future Generations (Wales) Act 2015, as 
set out below:

Risk Category Checklist

2.4 The Council has a Risk Category Checklist as part of its risk identification 
process. This aims to ensure that risk identification is undertaken in a 
structured way to help ensure that all potential categories of risk are 
considered rather than just the initial risks that come to mind.

2.5 The Checklist is based on the widely used PESTLE Model (Political, 
Economic, Social, Technological, Legal and Environmental).

2.6 The Checklist has been reviewed and updated in consultation with service 
areas across the Council to consider the risk requirements of the Act. The 
Checklist has also been updated to reflect other areas of risk in relation to 
partnerships, procurement and reputation, for example.

2.7 Culture has also been added as a Risk Category to ensure the Council 
considers risk from an environmental, social, economic and cultural well-being 
perspective. The five ways of working (Long Term, Integration, Involvement, 
Collaboration and Prevention) have also been added to the Checklist to 
ensure they are considered when developing risk action plans.

2.8 The updated Checklist has also been added to the Council’s revised Project 
Management Framework.

Page 12



Review of Council’s (5 x 5) Risk Matrix

2.9 The Council’s (5 x 5) Risk Matrix that it uses to assess risks in terms of 
‘Impact’ and ‘Likelihood’ have also been reviewed to reflect the requirements 
of the Act in terms of considering potential impacts on the well-being of 
communities and future generations.

2.10 The impacts in terms of “Financial loss/overspend” have also been reviewed 
by the Council’s Chief Finance Officer to ensure that they remain reflective of 
the Council’s financial position.
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SECTION 3

CHIEF OFFICER AND SERVICE RISK REGISTERS

Risk Registers

3.1 Each Chief Officer and Service Area has a Risk Register in place. These Risk 
Registers have been reviewed and updated for 2017-18, in line with the Risk 
Management requirements of the Well-being of Future Generations (Wales) 
Act 2015 to consider the following:

 Using the Council’s updated PESTLE Model, risks and issues have been 
identified, that could impact on:

o Delivering the Council’s Well-being Objectives and wider Council 
priorities.

o The well-being of our communities and future generations.
o The organisation (MTCBC).

 Consideration if the risks and issues are short, medium and/or long term.
 Consideration of the five ways of working (the Sustainable Development 

Principle) when identifying the controls and further actions to manage the 
risks and issues.

3.2 As part of the review and update of the of the Risk Registers, the Risk Briefing 
on the Act that was written last year, was again shared with Chief Officers, 
Heads of Service and Managers to help continue to build a knowledge, 
awareness and understanding on the risk requirements of the Act. The 
Briefing sets out:

 The change needed and what the Risk Management requirements of the 
Act are for Public Bodies and Public Services Boards.

 What Short, Medium and Long Term Risk Management looks like.
 Key messages/guidance for Corporate Management Team, Heads of 

Service and Managers.

Scrutiny

3.3 As part of the Council’s Scrutiny Work Programme, risks and issues together 
with the related risk mitigation are being monitored and reported in the Well-
being Plan Reports. These are being presented to the respective Scrutiny 
Committees in line with the Council’s Well-being Plan.
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SECTION 4

CORPORATE RISK REGISTER FOR 2016-17

4.1 The Council’s Corporate Risk Register is an essential part of the Local 
Authority’s corporate governance arrangements.

4.2 The Corporate Risk Register is a Risk Register which allows the Council to 
focus on managing and mitigating the most significant Corporate Risks 
that could impact on the organisation and/or community. The Council 
defines Corporate Risks as follows:

 Significant threats: 

o to the achievement of the Council’s Well-being Objectives and 
wider Council priorities.

o to the well-being of communities and future generations;
o that need to be monitored corporately.

 Potential opportunities that may better enable delivery of:
o the achievement of the Council’s Well-being Objectives and wider 

Council priorities;
o outcomes for the well-being of communities and future generations.

4.3 The Council’s Annual Risk Management Progress Report and the Updated 
Corporate Risk Register for 2016-17 were presented to Audit Committee on 
10th October and to Cabinet on 2nd November 2016.

4.4 To provide Council and Cabinet with a level of assurance that the Council’s 
Corporate Risks are being managed, it has been resolved by both Audit 
Committee and Cabinet that:

 Lead Corporate Management Team (CMT) Officers be invited to attend 
Audit Committee periodically on a rolling programme basis to report on 
progress in managing their Corporate Risks.

4.5 This provides Audit Committee with an opportunity to seek assurance that 
current/existing controls are in place and that further planned actions are 
being implemented by Lead CMT Officers to manage the Council’s Corporate 
Risks.

4.6 Progress on the management of all the Council’s Corporate Risks for 2016-17 
was presented to the respective Audit Committees in January and February 
2017.

4.7 The Lead Councillor/Cabinet Member for each of the identified Corporate 
Risks was also invited to the Audit Committees along with the relevant Lead 
CMT Officer. The Audit Committees were well attended.
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Highlight Report

4.8 It has also been resolved by Audit Committee and Cabinet that regular 
highlight reports on the Council’s Corporate Risk Register are presented to 
Corporate Management Team and Cabinet, as well as continuing the current 
arrangements with Audit Committee.

4.9 The highlight report provides further assurance to Corporate Management 
Team and Cabinet that controls are in place and further actions are being 
implemented as planned to ensure our Priorities are delivered and that the 
risk exposure to the Council is reduced over time.

4.10 Working with colleagues who have contributed to the management of the 
Council’s Corporate Risks for 2016-17 a highlight report was created for the 
year end as at 31st March 2017.

4.11 The highlight report captures the following high level risk information 
supported by the more detailed Corporate Risk Register for 2016-17:
 Risk No.
 Description of Risk.
 Risk Score in the Corporate Risk Register for 2016-17, latest Risk Score 

and direction of travel for each Risk.
 Progress on Actions to Manage Risk (RAG Status).
 Assurance Statement on the Management of Corporate Risks and if any 

Further Actions are Required.
 Lead CMT Officer.
 Lead Councillor/Cabinet Member.

4.12 The highlight report was considered and approved by:

 Corporate Management Team on 24th April 2017.
 Cabinet on 12th July 2017.

Analysis of Highlight Report for Corporate Risk Register 2016-17 (as at 
31st March 2017)

4.13 The following table below demonstrates: 

• The number of Corporate Risks where the Risk Scores have increased, 
decreased or remained the same for 2016-17.

• The % of the Corporate Risks where the Risk Score has reduced for 2016-
17.

Number of Corporate Risks where the Risk Scores have increased. 0
Number of Corporate Risks where the Risk Scores have decreased. 1
Number of Corporate Risks where the Risk Scores have remained the 
same.

5

Total 6
The % of the Corporate Risks where the Risk Score has reduced. 17%
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4.14 The Risk Score for the following Corporate Risk decreased:

Risk 
No.

Description of Risk Lead 
CMT Officer

Lead 
Officer

1 Finance
The risk that the Council does not 
balance the budget and is not 
financially sustainable.

Chief 
Executive

Chief Finance 
Officer

4.15 The Risk Scores for the following Corporate Risks remained the same:

Risk 
No.

Description of Risk Lead CMT 
Officer

Lead 
Officer

2 Safeguarding
The risk that the Council does not 
fulfil its statutory obligations and the 
Council’s safeguarding 
arrangements fail to safeguard 
children and adults.

Chief 
Executive

Chief Officer - 
Social Services 

(Statutory 
Director of Social 

Services)

3 Performance
The risk that the Council fails to 
deliver on key outcomes and 
targets.

Chief 
Executive

All Chief Officers

4 Capacity and Capability
The risk that the Council loses staff 
with the skills and capacity to 
deliver on key outcomes and 
targets.

Chief 
Executive

Head of Legal & 
HR

5 Governance
The risk that the Council does not 
meet statutory requirements, laws 
and regulations.

Chief 
Executive

Head of Legal & 
HR / Monitoring 

Officer

6 Reputation
The risk that the Council fails to 
maintain and protect its reputation.

Deputy Chief 
Executive

Corporate 
Communications, 

Consultation & 
Engagement 

Manager

4.16 It is important to note that the Likelihood Scores for Corporate Risk Numbers 
2, 3, 4, 5 and 6 in the table above remained a Likelihood Score of 3 (which is 
possible) during the year. It will always be possible for these risks to occur, 
and for this reason, they require constant monitoring and management by 
Corporate Management Team, particularly during the financial climate the 
Council is currently operating in and the scale of cuts that are expected in 
future years.
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SECTION 5

CORPORATE RISK REGISTER FOR 2017-18

5.1 The Council’s updated Corporate Risk Register for 2017-18, attached as 
Appendix 2, was prepared using a combination of the following risk sources:

 Corporate Risks that were identified in the Corporate Risk Register for 
2016-17.

 An analysis and grouping of: 
o The identified risks that have been scored 12 or above in the Chief 

Officer and Service Risk Registers for 2017-18.
o The identified issues in the Chief Officer and Service Risk Registers 

for 2017-18.

Corporate Management Team and Councillor Risk Identification 
Workshops

5.2 Part of the review to the Council’s Corporate Risk Register included Risk 
Identification Workshops that were held for Corporate Management Team on 
18th October 2017 and Councillors on 6th December 2017. Feedback from the 
Councillor Risk Workshop was presented to Corporate Management Team on 
18th December 2017. The key issues raised in the Councillor workshop have 
subsequently been cross referenced with the Corporate Risk Register, Chief 
Officer Risk Registers and Service Risk Registers.  

5.3 The Objectives of the Corporate Management Team and Councillor Risk 
Identification Workshops were to:

 Identify and agree the most significant Corporate Risks that could impact 
on: 

o Delivering the Council’s Well-being Objectives and wider Council 
priorities.

o The well-being of our communities and future generations.
o The organisation (MTCBC).

 Agree the risk scoring for each Corporate Risk.
 Agree the Lead CMT Officers and Lead Councillors for each Corporate 

Risk.
 Use the risk workshops as a training opportunity to ensure that Corporate 

Management Team and Councillors continue to develop a clear 
understanding and knowledge of Risk Management.  This will aid when 
recognising and incorporating risk management as part of their role.

 The risk workshops aimed to ensure that the implications of the Council’s 
financial settlement were considered and associated risks managed.
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5.4 The Corporate Risk Register was reviewed in the Risk Workshops by:

 Re-appraising the Corporate Risks in the Council’s Corporate Risk 
Register for 2016-17 to determine if they were still Corporate Risks for 
2017-18.

 Considering the Risk Management requirements of the Well-being of 
Future Generations (Wales) Act 2015.

 Considering if there were any other significant Corporate Risks facing the 
Council and/or community.

Analysis of Corporate Risk Register for 2017-18

5.5 As expected all six of the Corporate Risks in the Corporate Risk Register for 
2016-17 have remained as Corporate Risks for 2017-18. These are common 
risks that will face this and other Councils going forward. However, ways to 
address the Corporate Risks have been developed and implemented. This will 
mean that the Risk Scores are likely to decrease.  

5.6 The following two new Corporate Risks have been added to the Corporate 
Risk Register for 2017-18:

Description of Risk Risk Cause
The risk that the Council is 
exposed to a cyber-attack.

1. Human/user error.
2. Software/hardware malfunction.
3. Outsider threat.
4. Insider threat.
5. Phishing.
6. Ransomware

The risk that all learners do not 
perform at expected levels.

1. Change of examination specifications 
and curriculum at KS4.                      

2. Low attendance rates.                         
3. Schools do not have the capacity to 

meet the needs of vulnerable groups 
of learners including pupils with 
Additional Learning Needs.

4. Local Authority has not planned 
provision across the County Borough 
matched to need.

5. Schools and Local Authority do not 
have the capacity to meet the new 
legislation - Additional Learning 
Needs and Education Tribunal 
(ALNET) Bill.

5.7 The Risks that were not deemed significant enough to be included in the 
Corporate Risk Register for 2017-18 will be managed through the Chief 
Officer and Service Risk Registers. This was done in meeting of Corporate 
Management Team.  
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5.8 Each Corporate Risk in the Corporate Risk Register has been allocated a Risk 
Type, Lead CMT Officer and Lead Councillor/Cabinet Member. The table 
below provides a summary of the Corporate Risk Register for the eight 
MTCBC Corporate Risks, in terms of risk number, type and description. The 
Corporate Risk Register for 2017-18 is available in Appendix 2.

Risk 
No.

Risk Type Description of Risk

1 Cyber Attack The risk that the Council is exposed to a cyber 
attack.

2 Capacity
and Capability

The risk that the Council loses staff with the skills 
and capacity to deliver on key outcomes and 
targets.

3 Finance The risk that the Council does not balance the 
budget and is not financially sustainable.

4 Safeguarding The risk that the Council does not fulfil its statutory 
obligations and the Council’s safeguarding 
arrangements fail to safeguard children, adults and 
Council staff.

5 Reputation The risk that the Council fails to maintain and 
protect its reputation.

6 School 
Attainment

The risk that all learners do not perform at 
expected levels.

7 Performance The risk that the Future Generations Commissioner 
issues a formal recommendation to the Council on 
the steps taken to meet our Well-being Objectives.

8 Governance The risk that the Council does not meet statutory 
requirements, laws and regulations.

5.9 The Corporate Risks for 2017-18 have been categorised in the table below 
and compared to the Corporate Risk Registers for the previous 3 years.

Impact Likelihood Risk 
Score

No of Risks 
for 

2014-15

No of Risks 
for 

2015-16

No of Risks 
for 

2016-17

No of Risks 
for 

2017-18
5 4 20 2 0 0 1
4 5 20 2 0 0 0
4 4 16 1 0 0 1
5 3 15 3 3 3 3
3 5 15 0 0 0 0
4 3 12 1 3 3 3
3 4 12 0 0 0 0
  TOTAL 9 6 6 8

5.10 When comparing the Corporate Risks identified for 2016-17 and 2017-18 the 
following was found:
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Number of Corporate Risks where the Risk Scores have 
increased.

2

Number of Corporate Risks where the Risk Scores have 
decreased. 

0

Number of Corporate Risks where the Risk Scores have 
remained the same.

4

Number of new Corporate Risks identified. 2
Total 8

5.11 The Corporate Risks that have increased in Risk Score are set below:

Description of Risk
Risk 

Score for 
2016-17

Risk 
Score for 
2017-18

The risk that the Council loses staff with the skills 
and capacity to deliver on key outcomes and 
targets.

12 16

The risk that the Council fails to maintain and 
protect its reputation.

12 15

5.12 In line with the Risk Management requirements of the Act the Corporate Risk 
Register for 2017-18 continues to capture:

 The risk impacts on the well-being of our communities and future 
generations.

 Consideration of the five ways of working (the Sustainable Development 
Principle) when identifying the controls and further actions to manage the 
Corporate Risks.

 If the risks are short, medium and/or long term.
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SECTION 6

RISK MANAGEMENT SELF ASSESSMENT

Introduction & Background

6.1 The extent to which Risk Management supports performance improvement 
will very much depend upon an organisation’s Risk Management maturity. 
This process can be assessed through the use of a Risk Maturity Model, 
which can help in the setting of a long term strategy for the organisation's 
approach to Risk Management.

6.2 The BS 31100:2011 Risk Management Code of Practice states that:

“Maturity models enable an organisation to document, communicate and 
implement process improvement....describing an evolutionary improvement 
path from ad hoc, immature processes to disciplined, mature processes 
providing greater benefit.”

Risk Maturity Model

6.3 A Risk Maturity Model has been developed for the Council in line with the 
following best practice guidance and legislation:

 The International Risk Management Standard, ISO 31000 Principles and 
Guidelines.

 The Alarm National Performance Model for Risk Management in the Public 
Services.

 The requirements of the Well-being of Future Generations (Wales) Act 
2015.

6.4 The Risk Maturity Model assists the Council to assess its level of risk maturity 
clearly and concisely and to identify any associated areas for development. 
The Model also provides a level of assurance on the Council’s Risk 
Governance arrangements.

6.5 The Model is structured around three risk elements and five levels of risk 
maturity which are described below:

Risk Elements:

1. Risk Architecture - Specifies the roles, responsibilities, communication 
and risk reporting structure.

2. Risk Strategy - Risk strategy, appetite, attitudes and philosophy are 
defined in the Risk Management Policy.

3. Risk Protocols - Risk protocols are presented in the form of the risk 
guidelines for the organisation and include the rules and procedures, as 
well as specifying the risk management methodologies, tools and 
techniques that should be used.
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Levels of Risk Maturity:

 Level 1 – Risk Management is engaging with the organisation.
 Level 2 – Risk Management is happening within the organisation.
 Level 3 – Risk Management is working for the organisation.
 Level 4 – Risk Management is embedded and integrated within the 

organisation.
 Level 5 – Risk Management is driving the organisation.

Council’s Level of Risk Maturity

6.6 Using the Council’s Risk Maturity Model a Self Assessment of the Council’s 
Risk Management arrangements was undertaken (as at 31st March 2017)  to 
establish the Council’s level of risk maturity.

6.7 Each Risk Element was assessed against:

 A RAG Status:
o Red – Gap.
o Amber – Potential improvement to comply with best practice.
o Green – Adequate.

 Current Arrangements / Controls.
 Actions Planned to Address Gaps in Arrangements / Controls.

6.8 Out of the 24 Risk Elements the following judgements were made in Table 1 
below:

Table 1

Risk Element Green Amber Red
Risk Architecture 4 1 0
Risk Strategy 4 1 0
Risk Protocols 11 3 0
Total 19 5 0

6.9 Based on the analysis above in Table 1 the Council’s level of Risk Maturity 
was assessed as: 

 Level 3 / 4 – Risk Management is working and embedded in the 
organisation.

6.10 Best practice advises that organisations who are achieving Level 3 / 4 are 
performing well with established Risk Management arrangements.

6.11 In summary, a judgement of Level 3 / 4 was made because:

 The Council has an adopted Risk Management Policy, Strategy and 
Framework which is regularly reviewed.

 Risk Management is strategically focused at the Council, for example:

Page 23



o The Council’s Corporate Risk Register focuses on managing those 
risks which are most significant to the Council’s financial viability 
and to ensuring the best outcomes for its citizens.

o The Council’s Risk Management arrangements support the delivery 
of the Council’s Priorities through the identification, assessment and 
management of the Council’s Corporate Risks.

 The Council adopted its approach to Risk Management as a result of the 
Wales Programme for Improvement and has continued to develop this 
approach since.

 The Deputy Leader of the Council has been the Risk Management 
Champion, which helps to promote the importance of Risk Management at 
all levels of leadership.

 Each Corporate Risk is allocated to a Portfolio Member and Lead CMT 
Officer to ensure that there are clear lines of responsibility, ownership and 
awareness at all levels of the Council.

 There is a clear high level commitment to Risk Management from 
Corporate Management Team and Councillors.

 Corporate Management Team challenge the risks to the organisation 
through regular risk identification workshops.

 There is transparency in the review of risks.
 Risks are reported to Corporate Management, Cabinet, Audit Committee, 

Scrutiny and the Performance Board. 
 Each Chief Officer and Service Area has a Risk Register in place.
 Those responsible for managing Corporate Risks are frequently called to 

Audit Committee meetings to feedback on the controls and actions taken 
to manage these risks.

 The Corporate Risk Register is subject to regular review by the Audit 
Committee.

 Risk Management informs the Internal Audit Plan that is put in place for 
the year, and each year Internal Audit will focus on a number of Corporate 
Risks as part of their audit work.

 Corporate Management Team receive regular Risk Management Training 
through Risk Identification Workshops to ensure that they continue to 
develop a clear understanding and knowledge of Risk Management so 
that they recognise and incorporate Risk Management as part of their role.

 Risk Management is embedded across the Council through Performance 
Management and Business Planning, Financial Management, 
Programme/Project Management and Procurement.

 The Risk Management requirements of the Well-being of Future 
Generations (Wales) Act 2015 were considered as part of the review of the 
Council’s Corporate Risk Register for 2016-17.

Areas for Development

6.12 The completion of the Risk Maturity Model identified the areas for 
development listed below, which will be considered as part of the review of 
the Council’s Risk Management Policy and Strategy. Implementing these 
areas for development will support the Council in working towards achieving a 
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Risk Maturity level of 4 / 5 – Risk Management is embedded and driving the 
organisation.

 Embed the Risk Management requirements of the Well-being of Future 
Generations (Wales) Act 2015 in the Council’s updated Risk Management 
Policy and Strategy.

 Rollout the Council’s Partnership Risk Management Toolkit during 2017-
18.

 Consider inclusion of a risk appetite statement in the Council’s revised 
Risk Management Policy.

 Consider rolling out the Bob’s Business Risk Management e-learning 
module again for Councillors and staff.

 The Council’s Local Resilience Unit:
o Continue with the review of Service Area Business Continuity 

Management Plans and implement a table top exercise to test the 
plans.

o Depending on the uptake from each school complete all site visits 
and produce plans for Business Continuity Management, 
Evacuation and Lock Down.

Corporate Management Team

6.13 The completed Risk Management Self-Assessment (as at 31st March 2017), 
the judgement made on the Council’s level of Risk maturity and identified 
areas for development were considered and approved by Corporate 
Management Team on 17th July 2017.
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SECTION 7

CHANGE PROGRAMME

7.1 The Council’s Change Programme comprises of programmes and projects that have 
been identified from across the Council, to meet the Council’s Priorities and pillars of 
success e.g. ensuring the Council remains sustainable. 

7.2 The Change Programme is governed by the Change Management Programme 
Board (CMPB). The CMPB is chaired by the Deputy Chief Executive. The CMPB 
reviews change programmes and projects and has the authority to call on service 
managers and/or programme/projects managers to challenge and support them on 
the delivery of their programmes/projects.

7.3 The Change Programme works alongside the Budget Board to address the financial 
requirements of the Council. The operational delivery of identified change 
programmes and projects is monitored via the Council’s Change Management 
Steering Group (CMSG).  

7.4 The CMSG provides challenge and support to service managers and, in conjunction 
with the CMPB, hold managers accountable for delivering proposed savings. The 
group comprises of Council officers and is chaired by the Business Change Manager 
and is made up of staff members from Business Change, Legal, Human Resources, 
Communications, Finance, Equalities, Risk and Consultation. This approach allows 
the Change Programme to maintain the pace required for delivery in implementing 
the required change whilst realising financial savings.

7.5 The Terms of Reference for the CMSG includes Change Programme Governance, 
which includes the arrangements for Risk Management as follows:

 The Steering Group owns one or more identified project risks, the management of 
which it will delegate to appropriate persons (e.g. Heads of Service, Team 
Leaders, Programme or Project Managers). The Steering Group will monitor 
risks, and review with the Programme/Project Manager, any change in status and 
agree any action to be taken to mitigate the risks. These risks are documented as 
part of each business case within this programme and monitored under identified 
risk logs.

7.6 The CMSG first met on the 7th January 2014 and meet on a fortnightly basis to 
ensure the required pace of change is maintained. The CMSG receives regular 
reports from service managers responsible for the delivery of the programmes and 
projects. These reports update on delivery against timescales, budget, resources, 
risks and issues. Business cases are presented to the CMSG for challenge prior to 
being presented to the CMPB.

7.7 Change Programme risks and issues are logged and reviewed on a quarterly basis 
through a workshop facilitated by the Corporate Risk and Equalities Manager. A Risk 
Sub Group review the Programme risks and issues at the quarterly workshops, which 
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consists of the Business Change Manager, Corporate Risk and Equalities Manager 
and Business Change Representatives.

7.8 Following the Risk Sub Group quarterly workshops, the updated Programme Risk 
and Issue Log is presented to the CMSG for challenge and Scrutiny following which 
any significant Risks and Issues are escalated to the CMPB for discussion and 
action.

7.9 It’s also important to highlight that risks and issues are a standing item on the CMPB 
and CMSG Agendas and can be reported directly to the Business Change Manager 
as required.
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SECTION 8

MEDIUM TERM FINANCIAL PLAN AND CAPITAL PROGRAMME

Medium Term Financial Plan

8.1 In addressing the estimated residual budget deficit (‘funding gap’) for 2017-18 of 
£1.659 million, Corporate Management Team undertook budget workshops on the 
10th and 11th January 2017 to review a suite of budget reduction options identified 
by all Council services in supplementing and complementing the existing Change 
Management Programme. These options were based on the identification of 
potential service budget reduction opportunities ranging from 2% to 20% for each 
service area and were risk scored by Chief Officers and Senior Managers against 
the Council’s Risk Matrix of Likelihood against Impact.

Capital Programme

8.2 The Council currently has a number of medium to long term capital commitments 
linked to its Corporate Priorities and Corporate Risk Register and supported by its 
Asset Management Plans.
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SECTION 9

PROCUREMENT RISK MANAGEMENT

9.1 The Council has a Procurement Toolkit to help service departments and staff when 
procuring goods and services.

9.2 Risk Management is an integral part of this Toolkit and will better position 
Procurement to manage stakeholder expectations, and facilitate outcomes that are 
within the risk tolerance of the Council. Risk Management, applied effectively, will 
assist Procurement and services to identify changes to the procurement 
environment, implement treatment plans and re-engineer cost effective Procurement 
processes to mitigate risk.

9.3 The consequence of not managing risk effectively can include:

 Discontinuity in the supply of essential goods or services.
 Avoidable increases in project costs and in the unit costs of purchases, both 

immediate and longer term.
 Loss of power and influence in relationships with essential suppliers.
 Procurement outcomes that do not support the Councils’ needs and objectives.
 Opportunity for fraud and corruption.
 Negative impact on reputation in the marketplace.
 Exposure of officers to litigation.
 Failure in corporate governance controls.

9.4 There are many benefits to ensuring that Risk Management is embedded into the 
Procurement process, but there are three that would be almost universally achieved:

 Smarter procurement decisions – achieving both financial and non-financial 
benefits.

 Fewer surprises; better identification and achievement of stakeholder 
expectations through acknowledgement of risks. 

 Better procurement outcomes for buyers and suppliers, satisfying the commercial 
and relationship needs of both parties.
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SECTION 10

OTHER RISK MANAGEMENT DEVELOPMENTS

Audit & Risk Management

10.1 The Council’s Risk Management processes continue to inform Internal Audit work 
and similarly, Internal Audit work has supported the Risk Management 
arrangements. An example of this is where Internal Audit has audited a number of 
Corporate Risks from the Corporate Risk Register in order to provide an independent 
opinion on the management of these critical risks, including the effectiveness of the 
internal controls and further actions.

10.2 The Annual Internal Audit Report for the financial year 2016-2017 incorporating the 
Audit Manager’s opinion was produced and reported to the Council’s Audit 
Committee on the 10th July 2017. Based upon the work undertaken during the year 
Internal Audit gave a satisfactory opinion on the internal control environment, risk 
management arrangements and governance arrangements for 2016-17.
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SECTION 11

RISK GOVERNANCE

11.1 Finally, it is pleasing to report that the Council’s Corporate Risk Management 
arrangements described within this Annual Progress Report have continued to 
mature and strengthen the Council’s Risk Governance arrangements by:

 Supporting the delivery of the Council’s Priorities through the identification, 
assessment and management of the Council’s Corporate Risks.

 Ensuring that Risk Management remains strategically focused at the Council.
 Illustrating a clear high level commitment to Risk Management from Corporate 

Management Team and Councillors.
 Embedding Risk Management across the Council.
 Clear accountability and ownership.
 Transparency in the review of risks.
 Continuing to consider the Risk Management requirements of the Well-being of 

Future Generations (Wales) Act 2015.
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APPENDIX 2 - SUMMARY OF CORPORATE RISK REGISTER FOR 2017-18 (AS AT NOVEMBER 2017)

1 Cyber Attack

The risk that the Council 
is exposed to a cyber 
attack.

New Corporate Risk 
identified for 2017/18.

1. Adverse impact on service delivery.
2. Loss of customer information and 
data.
3. Loss of Council information and data.

ICT:
1. User training in place.
2. Anti-virus software in place.
3. ISO 27001 compliance.
4. PCI DSS compliance.
5. Patch Management.
6. Annual IT Health Checks carried out.

20 ICT:
1. Further user awareness required.
2. ePO Training for ICT Staff.
3. Cyber Essentials compliance.
4. Regular phishing exercises to be 
run in order to measure awareness 
and effectiveness of controls 
implemented.

Deputy Chief 
Executive

Councillor 
Andrew Barry

ICT Operations 
Manager

Emergency Planning:
1. Following a meeting between 
Welsh Government and the Council, 
Merthyr Tydfil CBC Local Resilience 
and the ICT Department have been 
approached by the Welsh 
Government to develop and organise 
a Pan Wales Cyber Security 
Workshop early 2018.

2 Capacity and Capability

The risk that the Council 
loses staff with the skills 
and capacity to deliver 
on key outcomes and 
targets.

1. Failing to deliver the Council's Well-
being Objectives:
- Best Start to Life.
- Working Life.
- Environmental Well-being.
- Living Well.
2. Adverse impact upon the delivery of 
all public services that the Council 
delivers.
3. Reduction in jobs - The Council is a 
large employer in the County Borough 
employing people who live in Merthyr 
Tydfil. Therefore, this risk would have an 
adverse economic impact on families in 
Merthyr Tydfil.
4. People moving out of the area due to 
lack of employment opportunities.

1. Re-structures/redesign to reorganise 
work-projects for change via the Change 
Programme.
2. Succession Planning is integrated into 
the development programme.
3. Applying the Redundancy Process and 
Selection Criteria correctly and robustly so 
that the right skills are retained.
4. Redundancy training undertaken by key 
Officers.
5. Individuals are offered training as part of 
the Redeployment Process to ensure they 
have the essential skills for the role.
6. Business cases for voluntary early 
retirement and voluntary redundancy 
require managers to have a robust 
business case where they demonstrate 
that there is no essential skills loss if the 
employee leaves.

16 1. Having robust process to redesign 
the Council, redesigning to the right 
organisational delivery model, 
developing employees to perform the 
right work.
2. Review our current Performance 
Management procedures with a view 
to re-launching in 2018.
3. Review and evaluation of 
Managers Academy and Leadership 
Programme.
4. Develop Workforce Plans in 
conjunction with relevant Chief 
Officers and Heads of Service.
5. Consider succession planning as 
part of Business Cases with 
Business Change and Workforce 
Planning Strategy.

Deputy Chief 
Executive

Councillor
Andrew Barry

Head of HR 

Further Action(s) Required to 
Manage the Risk 

(Mitigate/Reduce/Increase Risk to an 
Acceptable Level)

Have you applied the five ways of 
working when considering the 

further actions?

Risk 
No. Description of Risk

Risk impact on the well-being of our 
communities and Future Generations

(Social, Economic, Environmental and 
Cultural Well-being)

Current / Existing Controls to Manage 
the Risk 

Have you applied the five ways of 
working when considering the controls?

Lead CMT 
Officer & 

Lead 
Councillor / 

Cabinet 
Member

Lead Officer
Risk Score
(Impact x 

Likelihood)

Assessment 
of Risk for 

2017-18
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3 Finance

The risk that the Council 
does not balance the 
budget and is not 
financially sustainable.

1. Failing to deliver the Council's Well-
being Objectives:
- Best Start to Life.
- Working Life.
- Environmental Well-being.
- Living Well.
2.  Adverse impact upon the delivery of 
all public services that the Council 
delivers.
3. The need to further prioritise spend on 
Council services.
4. Reduction in jobs - The Council is a 
large employer in the County Borough 
employing people who live in Merthyr 
Tydfil. Therefore, this risk would have an 
adverse economic impact on families in 
Merthyr Tydfil.
5. People moving out of the area due to 
lack of employment opportunities.

1. The Council is currently in the process of 
delivering options identified through Change 
Management Programme.
2. Budget Monitoring processes and 
Cabinet/Council/Scrutiny reports. 
3. Budget Board Scrutiny.
4. Change Management Board Scrutiny 
aided by the Change Management Steering 
Group.
5. The continued moratorium on non-
essential expenditure.
6. A meaningful Medium Term Financial 
Plan (MTFP) in aligning resources to the 
Well-being Objectives whilst recognising 
the long term implications of future 
generations.
7. Options for delivering savings include 
collaboration and joint working with other 
Local Authorities in continuing to deliver 
priority services within affordable 
resources. 

15 1. Accountancy to further scrutinise 
budgets through the budget 
monitoring regime. 
2. Accountancy to work closely with 
budget managers to aid 
financial/operational understanding. 
3. Portfolio Cabinet Members, Chief 
Officers, Heads of Service, Service 
Managers and Service Accountants 
subject to increased accountability 
through the Budget Board and the 
Change Management Programme 
Board whereby delivery of services 
is contained within approved budgets 
and with any projected variances 
subject to further scrutiny.
4. The Performance Management 
Framework inclusive of self 
evaluation challenges whether Value 
for Money is being achieved.

Chief 
Executive

Councillor
Andrew Barry

Chief Finance 
Officer

8. Engagement with the community 
underpins budget reduction decisions.                            
9. Investment in the preventative agenda is 
considered critical in sustaining high quality 
services whilst providing value for money.    
10. CMT ownership and resolve.

Further Action(s) Required to 
Manage the Risk 

(Mitigate/Reduce/Increase Risk to an 
Acceptable Level)

Have you applied the five ways of 
working when considering the 

further actions?

Risk 
No. Description of Risk

Risk impact on the well-being of our 
communities and Future Generations

(Social, Economic, Environmental and 
Cultural Well-being)

Current / Existing Controls to Manage 
the Risk 

Have you applied the five ways of 
working when considering the controls?

Lead CMT 
Officer & 

Lead 
Councillor / 

Cabinet 
Member

Lead Officer
Risk Score
(Impact x 

Likelihood)

Assessment 
of Risk for 

2017-18
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4 Safeguarding

The risk that the Council 
does not fulfil its 
statutory obligations and 
the Council’s 
safeguarding 
arrangements fail to 
safeguard children, 
adults and Council staff.

1. Harm to / or death of children and 
adults caused by abuse or neglect.
2. That we do not meet the outcomes 
set for children and adults we work with.
3. Failing to deliver the Council's 
Priorities in respect of ‘vulnerable 
children in Merthyr Tydfil living healthy, 
safe and fulfilled lives’ and ‘people in 
Merthyr Tydfil being free from poverty, 
being independent and healthy’.
4. Adverse impact on preventative 
services.
5. Well-being impact for staff working in 
safeguarding environment.

1. Safeguarding is a Priority for the Council 
– A Corporate Safeguarding Policy has 
been developed across Cwm Taf and a 
local Corporate Safeguarding Policy was 
agreed at Council in September 2015. 
Safeguarding reference group has been 
set up by the Directorate and Corporate 
Safeguarding Plan has been developed. 
Safeguarding is also a standing agenda 
item on Corporate Management Team 
Meetings and within Education Meetings.
2. Joint lead agency within the Cwm Taf 
Safeguarding Children Board (CTSCB) and 
the Cwm Taf Safeguarding Adult Board 
(CTSAB) demonstrates leadership in 
accountability for safeguarding. We are 
also engaged well in the domestic abuse 
and Channel Panel fora.

15 1. Reporting arrangements need to 
continue during 2017-18.
2. Report to Council on Practice 
Reviews undertaken for Merthyr 
Tydfil.
3. Relevant performance and quality 
functions to continue to be reviewed 
and monitored.
4. Continue work under the 
Corporate Safeguarding Policy which 
will include ensuring that 
safeguarding training is provided to 
all Council employees who have 
contact with the public. This will 
continue to be developed as part of 
the Safeguarding Reference Group 
which will consider the 
communication strategy to raise 
awareness of safeguarding.

Chief Officer - 
Social 

Services 
(Statutory 
Director of 

Social 
Services)

Councillor 
David Hughes

Principal 
Safeguarding 

Manager

3. Active engagement in the sub groups of 
the Cwm Taf Safeguarding boards by 
relevant officers means that we have in 
place:
• Strong partnership working  to share 
information and act to protect – Multi 
Agency Safeguarding Hub is an example of 
this.
• Robust arrangements for safeguarding 
training.
• Quality assurance, performance 
management and practice review 
processes that allow us to learn and  
improve practice.
• Policies and procedures that guide high 
standards in practice.

Controls continued over the page.

5. Continue the work of both 
Safeguarding Boards and the
Corporate Safeguarding Reference 
Group.
6. Ensure that despite budgetary 
restrictions we can continue to 
deliver our duty to safeguard children 
and adults at risk, and continue to 
work with colleagues and partners to 
ensure that there is effective 
prevention provision.
7. There are workstreams under the 
Social Services and Wellbeing 
(Wales) Act 2014 that continue to 
work across Cwm Taf to review and 
monitor safeguarding procedures.

Further Action(s) Required to 
Manage the Risk 

(Mitigate/Reduce/Increase Risk to an 
Acceptable Level)

Have you applied the five ways of 
working when considering the 

further actions?

Risk 
No. Description of Risk

Risk impact on the well-being of our 
communities and Future Generations

(Social, Economic, Environmental and 
Cultural Well-being)

Current / Existing Controls to Manage 
the Risk 

Have you applied the five ways of 
working when considering the controls?

Lead CMT 
Officer & 

Lead 
Councillor / 

Cabinet 
Member

Lead Officer
Risk Score
(Impact x 

Likelihood)

Assessment 
of Risk for 

2017-18
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4. Governance is via Safeguarding Boards, 
reporting of safeguarding activity to Council 
within the Annual Council Reporting 
Framework (ACRF) and performance 
monitoring systems including reports being 
discussed at Scrutiny and Cabinet.
5. Increased reporting to Scrutiny 
Committee allows for questioning and 
challenge.
6. Education Safeguarding Team in place 
and actions taken to provide guidance and 
advice and hold schools to account e.g. 
through audits of policies and practice 
schools.
7. Via partnership with Voluntary Action 
Merthyr Tydfil (VAMT) and robust contract 
management we have influenced and 
improved the practice of third sector and 
providers for those working with children 
and young people.

8. Strong safeguarding practice underpins 
commissioned service provision.
9. The development of the Multi Agency 
Safeguarding Hub has ensured excellent 
multi agency working at the ‘front door’. 
Merthyr Tydfil provides a safe and robust 
partnership response to new safeguarding 
concerns at Multi Agency Safeguarding 
Hub.

Further Action(s) Required to 
Manage the Risk 

(Mitigate/Reduce/Increase Risk to an 
Acceptable Level)

Have you applied the five ways of 
working when considering the 

further actions?

Risk 
No. Description of Risk

Risk impact on the well-being of our 
communities and Future Generations

(Social, Economic, Environmental and 
Cultural Well-being)

Current / Existing Controls to Manage 
the Risk 

Have you applied the five ways of 
working when considering the controls?

Lead CMT 
Officer & 

Lead 
Councillor / 

Cabinet 
Member

Lead Officer
Risk Score
(Impact x 

Likelihood)

Assessment 
of Risk for 

2017-18

P
age 35



5 Reputation

The risk that the Council 
fails to maintain and 
protect its reputation.

1. Additional barrier to delivering the 
Council's Well-being Objectives.
2. Adverse impact on inward investment 
in the County Borough.
3. The public do not engage with the 
Council to help shape service delivery 
across the County Borough.
4. Low levels of community and 
stakeholder participation.
5. Poor public perception and loss of 
confidence in the Council.

1. To change public perception and 
improve the reputation of both the Council 
and Merthyr Tydfil as a whole, the Leader 
and Chief Executive have agreed an annual 
campaign plan to work more closely with 
our community and stakeholders by 
keeping them more informed and better 
engaged.
2. A Communication and Consultation 
Strategy has been developed as a Quality 
Improvement Theme.
3. Reputation Management Action Plan in 
development.
4. An annual Resident's Satisfaction Survey 
will be issued across the County Borough 
to capture views and satisfaction rates on 
a wide range of issues and services 
relevant to Merthyr Tydfil. The results of 
the survey will help to shape future service 
delivery across the County Borough.

15 The Communication and 
Consultation Strategy will deliver 
the following:
1. Provide clear leadership, having 
clarity about what the Council stands 
for and making sure it is understood 
by the whole organisation.
2. Have a brand which provides a 
clear sense of purpose and 
embodies the values.
3. Develop our ability to 
communicate and engage 
strategically so we have the right 
skills to improve the reputation.
Social Media Strategy
1. Develop a Social Media Strategy 
to boost visibility and customer 
engagement.

Deputy Chief 
Executive

Cabinet

Corporate 
Communications, 
Consultation and 

Engagement 
Manager

Further Action(s) Required to 
Manage the Risk 

(Mitigate/Reduce/Increase Risk to an 
Acceptable Level)

Have you applied the five ways of 
working when considering the 

further actions?

Risk 
No. Description of Risk

Risk impact on the well-being of our 
communities and Future Generations

(Social, Economic, Environmental and 
Cultural Well-being)

Current / Existing Controls to Manage 
the Risk 

Have you applied the five ways of 
working when considering the controls?

Lead CMT 
Officer & 

Lead 
Councillor / 

Cabinet 
Member

Lead Officer
Risk Score
(Impact x 

Likelihood)

Assessment 
of Risk for 

2017-18
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6 School Attainment

The risk that all learners 
do not perform at 
expected levels.

New Corporate Risk 
identified for 2017/18

1. Vulnerable children do not attain or 
achieve.
2. Reduction in opportunities for young 
people beyond compulsory education
3. Negative impact on employment and 
employability rates.
4. Failing to deliver the Council's Well-
being Objectives:
- Best Start to Life.
- Working Life.
- Environmental Well-being.
- Living Well.

1. Schools are supported and challenged 
to prepare for the introduction of the new 
curriculum and qualifications.
2. School improvement capacity transfer 
from Local Authority and Central South 
Consortium to schools and between 
schools.
3. All schools have adopted an 
appropriate, systematic approach to 
managing attendance.
4. Hold Governing Bodies and Head 
Teachers to account for effective 
strategies to address performance - 
standards/attendance.
5. Schools are supported and challenged 
to meet the needs of all pupils.                    
6. Effective arrangements in place to 
monitor and evaluate systematically all 
Additional Learning Needs services 
provided for, or commissioned by the Local 
Authority.                             

1. Public consultation on Learning 
Resource Bases (LRBs).

2. Use Welsh Government Innovation 
Grant to build capacity in schools.

Chief Officer 
(Learning)

Councillor Lisa 
Mytton

Senior Challenge 
Adviser / 

Head of School 
Planning & 

Improvement

7. School to School Support is being 
developed to become the effective, 
efficient and economical vehicle for 
securing school improvement.

Further Action(s) Required to 
Manage the Risk 

(Mitigate/Reduce/Increase Risk to an 
Acceptable Level)

Have you applied the five ways of 
working when considering the 

further actions?

Risk 
No. Description of Risk

Risk impact on the well-being of our 
communities and Future Generations

(Social, Economic, Environmental and 
Cultural Well-being)

Current / Existing Controls to Manage 
the Risk 

Have you applied the five ways of 
working when considering the controls?

Lead CMT 
Officer & 

Lead 
Councillor / 

Cabinet 
Member

Lead Officer
Risk Score
(Impact x 

Likelihood)

Assessment 
of Risk for 

2017-18
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7 Performance

The risk that the Future 
Generations 
Commissioner issues a 
formal recommendation 
to the Council on the 
steps taken to MEET our 
wellbeing objectives

1. The Council could identify and focus 
on things that do not improve the 
wellbeing of communities.
2. The Council does not evidence a 
change in culture by switching to the five 
ways of working.
3. The Council cannot evidence 
involvement of the community and their 
inclusion in the decision-making process.

Senior Leadership Team
(Wellbeing Champion)
1. Core agenda item for collective 
discussion and challenge on each Well-
being Objective.

Scrutiny Committee
1. Core agenda item for collective 
discussion and challenge on each Well-
being Objective.

Performance Board
1. Summary challenge on each Chief 
Officer's areas of accountability against the 
Wellbeing Objectives.

Future State
1. Meeting for collective discussion, 
support and challenge from Chief 
Executive, Deputy Chief Executive and 
Chief Officers.

12 1. Use the Council's Project 
Management Framework to organise 
and plan the main projects in...
Focus on the Future: Wellbeing in 
our Community

Deputy Chief 
Executive

Councillor
Andrew Barry

Chief Officers

8 Governance

The risk that the Council 
does not meet statutory 
requirements, laws and 
regulations.

1. Adverse impact upon the delivery of 
all public services that the Council 
delivers.

1. Chief Officers and Heads of Service 
ensure that staff are fully appraised of their 
statutory responsibilities and any 
subsequent changes to their 
responsibilities.
2. Directorates have identified key 
individuals who will apprise team members 
of any changes to policies, procedures, etc 
and identify key risks.
3. Directorate projects to be managed and 
evaluated to ensure they comply with 
statute / case law seeking corporate 
support where appropriate.

12 1. Chief Officers and Heads of 
Service to maintain appropriate links 
with the Welsh Government, Welsh 
Local Government Association 
(WLGA), All Wales Monitoring 
Officers Group and the Association 
of Directors of Social Services, so 
that there is early awareness of 
upcoming initiatives so as to allow 
maximum time for planning.
2.Chief Officers and Heads of 
Service to ensure effective reporting 
to Members and that staff training 
plans are in place. Such changes to 
be picked up in individual One to 
Ones.

Chief 
Executive

Councillor 
Andrew Barry

Monitoring 
Officer

Further Action(s) Required to 
Manage the Risk 

(Mitigate/Reduce/Increase Risk to an 
Acceptable Level)

Have you applied the five ways of 
working when considering the 

further actions?

Risk 
No. Description of Risk

Risk impact on the well-being of our 
communities and Future Generations

(Social, Economic, Environmental and 
Cultural Well-being)

Current / Existing Controls to Manage 
the Risk 

Have you applied the five ways of 
working when considering the controls?

Lead CMT 
Officer & 

Lead 
Councillor / 

Cabinet 
Member

Lead Officer
Risk Score
(Impact x 

Likelihood)

Assessment 
of Risk for 

2017-18
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